
THE SEC,RETARY OF.TRANSPORTATION
WASHINGTON, D.C. 20590

April 12, 2004

The Honorable John McCain
Chairman
Committee on Commerce, Science and Transportation
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

Enclosed is the U.S. Department of Transportation's study on the reporting
requirements for positive controlled substances test results for holders of commercial
driver's licenses. Section 226 ofthe Motor Carrier Safety Improvement Act of 1999
(P.L. 106-159) required the Secretary to conduct a study of the feasibility and merits of
requiring Medical Review Officers and employers to report verified positive controlled
substances test results to the State that issued the commercial driver's license. These
reports would include the identity of the driver and ofeach controlled substance found.

The report also assesses the feasibility and merits of establishing a database(s) of
positive controlled substances test results that prospective employers would be required to .
query before hiring a driver. Although the study notes that it would be possible to
establish a Federal requirement for the implementation of a database that would be legally
defensible, operationally and technically feasible, and capable of enhancing compliance
with current Federal Motor Carrier Safety Administration regulations, it indicates that
there are major obstacles to doing so. The report discusses these obstacles and provides
the Department's recommendations for proceeding before a final decision on the database
requirement.

Identical letters have been sent to the Ranking Member of the·Senate Committee on
Commerce, Science and Transportation; and to the Chairmen and Ranking Members of the
House Committee .on Transportation and Infrastructure; the Senate Subcommittee on
Surface Transportation and Merchant Marine, Committee on Commerce, Science and
Transportation; and the House Subcommittee on Highways, Transit and Pipelines,
Committee on Transportation and Infrastructure.
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THE SECRETARY OF TRANSPORTATION
WASHINGTON, D.C. 20590

April 12, 2004

The Honorable Ernest F. Hollings
Ranking Member
Committee on Commerce, Science and Transportation
United States Senate
Washington, DC 20510

Dear Senator Hollings:

Enclosed is the U.S. Department ofTransportation's study on the reporting
requirements for positive controlled substances test results for holders of commercial
driver's licenses. Section 226 of the Motor Carrier Safety Improvement Act of 1999
(P.L. 106-159) required the Secretary to conduct a study of the feasibility and merits of
requiring Medical Review Officers and employers to report verified positive controlled
substances test results to the State that issued the commercial driver's license. These
reports would include the identity of the driver and of each controlled substance found.

The report also assesses the feasibility and merits of establishing a database(s) of
positive controlled substances test results that prospective employers would be required to
query before hiring a driver. Although the study notes that it would be possible to
establish a Federal requirement for the implementation of a database that would be legally
defensible, operationally and technically feasible, and capable of enhancing compliance
with current Federal Motor Carrier Safety Administration regulations, it indicates that
there are major obstacles to doing so. The report discusses these obstacles and provides
the Department's recommendations for proceeding before "a final decision on the database
requirement.

Identical letters have been sent to the Chairman of the Senate Committee on
Commerce, Science and Transportation; and to the Chairmen and Ranking Members of the
House Committee on Transportation and Infrastructure; the Senate Subcommittee on
Surface Transportation and Merchant Marine, Committee on Commerce, Science and
Transportation; and the House Subcommittee on Highways, Transit and Pipelines,
Committee on Transportation and Infrastructure.

,Sincerely your~,
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THE SECRETARY OF TRANSPORTATION
WASHINGTON, D.C. 20590

April 12, 2004

The Honorable Kay Bailey Hutchison
Chairman
Subcommittee on Surface Transportation and Merchant Marine
Committee on Commerce, Science and Transportation
United States Senate
Washington, DC 20510

Dear Madam Chairman:

Enclosed is the U.S. Department of Transportation's study on the reporting
requirements for positive controlled substances test results for holders of commercial
driver's licenses. Section 226 of the Motor Carrier Safety Improvement Act of 1999
(P.L. 106-159) required the Secretary to conduct a study of the feasibility and merits of
requiring Medical Review Officers and employers to report verified positivecontrolled
substances test results to the State that issued the commercial driver's license. These
reports would include the identity of the driver and of each controlled substance found.

The report also assesses the feasibility and merits ofestablishing a database(s) of
positive controlled substances test results that prospective employers would be required to
query before hiring a driver. Although the study notes that it would be possible to
establish a Federal requirement for the implementation of a database that would be legally
defensible, operationally and technically feasible, and capable of enhancing compliance
with current Federal Motor Carrier Safety Administration regulations, it indicates that
there are major obstacles to doing so. The report discusses these obstacles and provides
the Department's recommendations for proceeding before a final decision on the database
requirement.

Identical letters have been sent to the Ranking Member of the Senate
Subcommittee on Surface Transportation and Merchant Marine, Committee on Commerce,
Science and Transportation; and to the Chairmen and Ranking Members of the Senate
Committee on Commerce, Science and Transportation; the House Committee on
Transportation and Infrastructure; and the House Subcommittee on Highways, Transit and
Pipelines, Committee on Transportation and Infrastructure.
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THE SECRETARY OF TRANSPORTATION
WASHINGTON, D.C. 20590

April 12, 2004

The Honorable Daniel K. Inouye
Ranking Member
Subcommittee on Surface Transportation and Merchant Marine
Committee on Commerce, Science and Transportation
United States Senate
Washington, DC 20510

Dear Senator Inouye:

Enclosed is the U.S. Department of Transportation's °study on the reporting
requirements for positive controlled substances test results for holders of commercial
driver's licenses. Section 226 of the Motor Carrier Safety Improvement Act of 1999
(P.L. 106-159) required the Secretary to conduct a study of the feasibility and merits of
requiring Medical Review Officers and employers to report verified positive controlled
substances test results to the State that issued the commercial driver's license. These
reports would include the identity of the driver and of each controlled substance found.

The report also assesses the feasibility and merits of establishing a database(s) of
positive controlled substances test results that prospective employers would be required to
query before hiring a driver. Although the study notes that it would be possible to
establish a Federal requirement for the implementation of a database that would be legally
defensible, operationally and technically feasible, and capable of enhancing compliance
with current 'Federal Motor Carrier Safety Administration regulations, it indicates that
there are major obstacles to doing so. The report discusses these obstacles and provides
the Department's recommendations for proceeding before a final decision on the database
requirement.

Identical letters have been sent to the Chairman of the Senate Subcommittee on
Surface Transportation and Merchant Marine, Committee on Commerce, Science and
Transportation; and to the Chairmen and Ranking Members of the Senate Committee on
Commerce, Science and Transportation; the House Committee on Transportation and
Infrastructure; and the House Subcommittee on Highways, Transit and Pipelines,
Committee on Transportation and Infrastructure.
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THE SECRETARY OF TRANSPORTATION
WASHINGTON, D.C. 20590

April 12~ 2004

The Honorable Don Young
Chairman
Committee on Transportation and Infrastructure
U.S. House ofRepresentatives
Washington, DC 20515

Dear Mr. Chairman;

Enclosed is the U.S. Department of Transportation's study on the reporting
requirements for positive controlled substances test results for holders of commercial
driver's licenses. Section 226 of the Motor Carrier Safety Improvement Act of 1999
(P.L. 106-159) required the Secretary to conduct a study of the feasibility and merits of
requiring Medical Review Officers and employers to report verified positive controlled
substances test results.to the State that issued the commercial driver's license. These
reports would include the identity of the driver and of each controlled substance found.

The report also assesses the feasibility and merits of establishing a database(s) of
positive controlled substances test results that prospective employers would be required to
query before hiring a driver. Although the study notes that it would be possible to
establish a Federal requirement for the implementation of a database that would be legally
defensible, operationally and technically feasible, and capable of enhancing compliance
with current Federal Motor Carrier Safety Administration regulations, it indicates that
there are major obstacles to doing so. The report discusses these obstacles and provides
the Department's recommendations for proceeding before a final decision on the database
requirement.

Identical letters have been sent to the Ranking Member of the House Committee on
Transportation and Infrastructure; and to the Chairmen and Ranking Members of the
Senate Committee on Commerce, Science and Transportation; the House Subcommittee on
Highways, Transit and Pipelines, Committee on Transportation and Infrastructure; and the
Senate Subcommittee on Surface Transportation and Merchant Marine, Committee on
Commerce, Science and Transportation.

fSincerely y0urt1.
II .
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Norm~ ' ineta
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THE SECRETARY OF TRANSPORTATION
WASHINGTON, D.C. 20590

April 12, 2004

The Honorable James L. Oberstar
Ranking Member
Committee on Transportation and Infrastructure
U.S. House ofRepresentatives
Washington, DC 20515

Dear Congressman Oberstar:

Enclosed is the U.S. Department ofTransportation's study on the reporting
requirements for positive controlled substances test results for holders of commercial
driver's licenses. Section 226 of the Motor Carrier Safety Improvement Act of 1999
(P.L. 106-159) required the Secretary to conduct a study of the feasibility and merits of
requiring Medical Review Officers and employers to report verifiedpositive controlled
substances test results to the State that issued the commercial driver's license. These
reports would include the identity of the driver and of each controlled substance found.

The report also assesses the feasibility and merits of establishing a database(s) of
positive controlled substances test results that prospective employers would be required to
query before hiring a driver. Although the.study notes that it would be possible to
establish a Federal requirement for the implementation of a database that would be legally
defensible, operationally and technically feasible, and capable of enhancing compliance
with current Federal Motor Carrier Safety Administration regulations, it indicates that
there are major obstacles to doing so. The report discusses these obstacles and provides
the Department's recommendations for proceeding before a final decision on the database
requirement.

Identical letters have been sent to the Chairman of the House Committee on
Transportation and Infrastructure; and to the Chairmen and Ranking Members of the
Senate Committee on Commerce, Science and Transportation; the House Subcommittee on
Highways, Transit and Pipelines, Committee on Transportation and Infrastructure; and the
Senate Subcommittee on Surface Transportation and Merchant Marine, Committee on
Commerce, Science and Transportation.
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THE SECRETARY OF TRANSPORTATION
WASHINGTON, D.C. 20590

April 12, 2004

The Honorable Thomas E. Petri
Chairman
Subcommittee on Highways, Transit and Pipelines
Committee on Transportation and Infrastructure
U.S. House ofRepresentatives
Washington, DC 20515

Dear Mr. Chairman:

Enclosed is the U.S. Department of Transportation's study on the reporting
requirements for positive controlled substances test results for holders of commercial
driver's licenses. Section 226 of the Motor Carrier Safety Improvement Act of 1999.
(P.L. 106-159) required the Secretary to conduct a study of the feasibility and merits of
requiring Medical Review Officers and employers to report verified positive controlled
substances test results to the State that issued the commercial driver's license. These
reports would include the identity of the driver and of each controlled substance found.

The report also assesses the feasibility and merits of establishing a database/s) of
positive controlled substances test results that prospective employers would be required to
query before hiring a driver. Although the study notes that it would be possible to
establish a Federal requirement for the implementation of a database that would be legally
defensible, operationally and technically feasible, and capable of enhancing compliance
with current Federal Motor Carrier Safety Administration regulations, it indicates that
there are major obstacles to doing so. The report discusses these obstacles and provides

.the Department's recommendations for proceeding before a final decision on the database
requirement.

Identical letters have been sent to the Ranking Member of the House Subcommittee
on Highways, Transit and Pipelines, Committee on Transportation and Infrastructure; and :
to the Chairmen and Ranking Members of the House Committee on Transportation and
Infrastructure; the Senate Committee on Commerce, Science and Transportation; and the
Senate Subcommittee on Surface Transportation and Merchant Marine, Committee on
Commerce, Science and Transportation.
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THE SECRETARY OF TRANSPORTATION
WASHINGTON, D.C.' 20590·

April 12, 2004

The Honorable William O. Lipinski
Ranking Member
Subcommittee on Highways, Transit and Pipelines
Committee on Transportation and Infrastructure
u.S. House ofRepresentatives
Washington, DC 20515

Dear Congressman Lipinski;

Enclosed is the U.S. Department of Transportation's study on the reporting requirements
for positive controlled substances test results for holders of commercial driver's licenses.
Section 226 of the Motor Carrier Safety Improvement Act of 1999 (P.L. 106-159) required the
Secretary to conduct a study of the -feasibility and merits of requiring Medical Review Officers
and employers to report verified positive controlled substances test results to the State that issued
the commercial driver's license. These reports would include the identity of the driver and of
each controlled substance found.

The report also assesses the feasibility and merits of establishing a database(s) ofpositive
controlled substances test results that prospective employers would be required to query before
hiring a driver. Although the study notes that it would be possible.to establish a Federal
requirement for the implementation of a database that would be legally defensible, operationally
and technically feasible, and capable of enhancing compliance with current Federal Motor
Carrier Safety Administration regulations, it indicates that there are major obstacles to doing so.
The report discusses these obstacles and provides the Department's recommendations for
proceeding before a final decision on the database requirement.

Identical letters have been sent to the Chairman of the House Subcommittee on
Highways, Transit and Pipelines, Committee on Transportation and Infrastructure; and to the
Chairmen and Ranking Members of the House Committee on Transportation and Infrastructure;
the Senate Committee on Commerce, Science and Transportation; and the Senate Subcommittee
on Surface Transportation and Merchant Marine, Committee on Commerce, Science and
Transportation.
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1.0· EXECUTIVE SUMMARY

Section 226 of the Motor Carrier Safety Improvement Act of 1999 directed the Federal

MotorCarner Safety Administration (FMCSA) to, evaluate the -feasibility and merits .of
. ' , I .. ' . . . .

requiring Medical Review .Officers (MROs) and/or employers to report all Federal verified

positive controlled substance test results on drivers tested under 49 CFR part: 382, to the

State which issued the driver's Commercial Drivers ,License (COL). All employers of

drivers required to have a COL would conduct a pre-employment query of the applicable

database to ensur~ driver eligibility under F~CSA controlled substance requlations.

, .

Further,FMCSA was tasked with assessing how these records could be kept properly

confidential; what would be the estimated cost benefit and safety impact of such a

requirement; and whether a.process should be created to permit drivers to correct errors .

or have their records expunqed after a "reasonable" period of time.

1.1 ' Scope

This Report assesses the feasibility of the creation of one 'or more Federally-mandated

databases containing verified positive F.ed'eral·controlled substance test results for drivers .

required to have a COL. The Report evaluates the potential obstacles to the .

.development, implementation, and maintenance of such databasets): identifies optlons

and potential courses of action; and,attempts to identify the costs of their establishment.'

The Report further attempts to balance the safety concerns of Congress and the motoring

public with the rights of CDL drivers ,and employers ofthose drivers.

. ' "

In terms of core content, this Report presents seventr) separate analyses. These are: '

•

•

•

Leaallssues. This section reviews significant legal concerns which may

. affect the potential databasets), Included among these are confidentiality
. .

and the right to privacy, equal prote.ction, and potentials for liability.

Operational 'Issues. This section addresses issues relating to how the

potential database(s) may best be organized and managed.

'. AdministrativelTechnicallssues. This section provides a comprehensive
. .

review of the administrative/technical concerns which must be addressed in

order to properly implement and maintain the potential database(s).

1















the driver performs regulated service for the employer. The employer may permit the

driver to perform regulated service pending arrival of the responses,but unless a good,

faith 'effort to obtain a full history can be documented, the driver must be removed. from

requlatedduties before ~O days.

.Information obtained in this manner by prospective employers on appllcant/drlvers must

be' maintained confidentially for three years (49 .CFR 40.25 (i)). Documentation on the

. employer's good faith effort to obtain Federal alcohol and controlled substance history

information must be retained for an identical period. The relevant text from these sections

of FMCSA's and the Department of Transportatlon's -(DOT's) requlations are' at Appendix

2.

2.2 Perspectives on theCu'rrent Regulations

FMCSA has always recognized that accurately.detecting 'ineligible CDL holders before

they are permitted to perform regulated safety-sensitive duties isa vital safety concern.

Under the current regulations, regulated employers must rely on the list of previous .

employers provided 'by the.applicant/Cln, holder (which depends on the' applicant's

honesty to give a complete accounting) and/or a previous employer's willinqness to

complete and. return a' request form in a timely manner. Of special concern to .FMCSA
. . I '. . .

is if either the potential employer.or the driver's previous' employers failto be diligent in ,

complying with this important Federalsafety requirement.

2.3 Historical Perspective on Driver Databases for Federal Positive Tests ,

.Since the initiation of DOT controlled substance testing regulations in 1989, there have,

been a number of private commercial enterprises interested in creating centralized

databases of positive controlled substances test results. Most of the interest has

traditionally come from commercial vendors and trade associations supportinq the ,

motor'carrier industry.

'The vendors (mostly Consortiums and Third party Administrators, or .CITPAs,.and

.background'check firms) wished to create "black-list" database(s) to which any client

employer who subscribed to their services could access . . DOT did notsupport these

interests for several reasons, principally because of the 'confidentiality issue.. There was

concern that important privacy protections built into DOT regulations and other Federal

8















· C. The Confidentiality of Alcohol and Drug Abuse Patient Records Regul'ations (42

CFR 2.1.2.13,2.20,2.22).. U.S. Department of Health 'and Human Services (DHHS) ,

regulations affecting confidentiality of drug abuse patient records severely limits the release

· of information from drug abuse patient records without prior written consent. These ·

regulations .also permit several exceptions, lncludinqforrnedical emergencies and to '
, ,

qualified personnel for research, audit, or program evaluation (see 42 CFR 2.22 (d».lt is

,questionable whether these rules will apply tothe types ofrecords which would b'e

maintained in the potential databasets).

D. . The Transportation Equitv Act for the21 st Century, Title IV (49 U.S.C § 508).. A

portion ,ofthis Act limits the liability of.anyone complying with U.S. Department' of

Transportation requlatlons when they provide safety performance records on drivers

belnq considered for employment. The section further lirilitsthe ~se of such records by

employers, establishes the' right ,of drivers to review and 'comment on their record, and

prohibits States and local jurisdictions from issuing contrary laws. Finally, written

authorization by a driverto release motor vehiole driving records is not required.

E. U.S. Department of Transportation Regulations (49 CFR part40) and FMCSA

Regulations (49 CFR part 382). lnAuqust 2001, expanded Department of Transportation
.. . - .

(DOT) requlationstreplacinq the previous 49 CFR part 40 With. new and enhanced ' ·

regulatory text) and FMCSA conforming regulations (amending 49 CFR part 382) were .
, implemented.

The current49 CFRpart 40 requires regulated employers to request Federalsubstance ,

abuse and alcoholtest information from an applicant's previous employers for the

·previous two years (49 CFR 40.25)~8 This information, however, can be requested only

with a written consent obtained from the applicant, which .is forwarded to each previous
, '

employer. Each queried employer is required to respond with the required information

and to maintain a record of the information released. The text of 40.25 is at Appendix 2.

7 Stimac v. FBI, 577 F. Supp. 923 (N.D. Ill. 1984).

8 FMCSA regulations have had this specific mandate in place for several years. The new part 40
now requires all DOT-regulated'employers to comply. '
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employees of the covered entity who are employed in such positions

(as defined in the regulations of the Department of Transportationj'" .

,ADA further provides: '

Nothing in this subchapter shall be construed to encourage, prohibit,

restrict, or authorize the otherwise lawful exercise by entities subject

to the ju risdiction -of the Department of Transportation, of authority to:

(1) test employee's of such entities' 'in, and applicants for, positions

involving safety-sensitive duties for the illegal use of.drugs and:

for on-duty impairment by alcohol; ' and

(2) , remove .such perso~s ,~ho test positive for illegal use,of drugs

.and on-duty impairment by .alcohol pursuant. to 'paragraph (1)

from safety-sensitive duties in implementing subsection (C) of "

'this subsection ... 28

" ,

Thus, ADA would not appear to have application to the privacy issues affecting the

potential database(s)-. However, beyond the scope of the databasets), employers may still'

, 'be at risk by not hiring an applicant solely because he or she was positive on a previous

Federal test, having discovered that information by querying the database, where the . .

applicant has since rehabilitated themselves in,accordance with Federal requirements.
, '

. Therefore, ADA's requirements militate in favor of purging the databases so they only

contain information that currently disqualifies the applicant under existing Federal law.

Thus" a positive,test from four years ago would not constitute "currently ~ngaging" indruq
or alcohol use 'for ADA purposes.

E. Information Dissemination Quality Guidelines. ' Consistent with OMB,requirements

(repubnshedln final form at 67 FR 8452), the DOT issued guidelines 'effective October 1"
, ,

2002, to help ensure the quality of information collected 'and disseminated pursuant to its

regulations. Entitled "Information Dissemination Quality Guidelines", the guidelines focus

27 42 U.S.C. ' 12114(c)(5)(C)(l990); 29 CFR 1630.16(b)(5).

28 42 U.S.C. ' 12114(e)(I) and (2).
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,f

In a substantial number of cases, State Courts,have widely held that statements of former

, employers to inquiring prospective employers enjoy this qualified privileqe.?" The

privilege attaching to statements made to inquiring prospective employers has been ',

, expr~ssed inthe fol.lowing terms:

•... the pU~,!ic interest requires that the protection of the

privilege be accorded, to a communication by a former

employer to a prospective employer with regard to a former

employee's work characteristics where the,publisher acts in

good faithand has reason to believe thatto speak out is. . " \. . .

necessarytoprotect ... his own interests, orthose of third

. persons.or certain interests of the public. By giving such
~ . ' .

information in good faith to other employers protects the

publisher's o~n interests by.insuring that .he may s~ek, and '

receive the same information when .about to hire new
.: 45

employees...

. . . . '. .

In Smithv.Baylor University Medical Center, a State Court recently applied this general

standard to the specific context-of a shared database that alleqedlyprovlded a false

indication of a former employee's illicit drug use.46

Also in the substance abuse context, a more-recent Federal Court decision,recognized an ,

employer's qualified privilege as applicable to what turned out to be apparently incorrect

statements made toits employees concerning another employee's alleged substitution of

her urine sample during a random druqtest." In Ishikawa v. Delta Air Lines,theCourt

held that a qualified privilege applied to an employer's communications "on a subject of '

.mutual concern to the employer and the employee to whom the statement was made."

The Federal Court further stated that liability:would only arise if "the speaker does not
, ,

44 ,Kenney v. Gilmore, 195 Ga. App, ,407, 393 S.E. 2d 472 (Ga. Ct. App, 1990), writ denied;
Chambersv. American Trans Air, Inc~, 577 N.E. 2d 612, 615-616 (Ind. Ct. App. 1991);
Alford v. Georgia-Pacific Corporation, 331 So. 2d 558 (La. Ct. App), writ denied, 334 So.

, 2d 427 (1976); Erickson .'!. Marsh & McLennan Co., Inc., 117 N.J.'539, 569, A. 2d 793
(N.J. 1990); many others.

45 Swanson.v. Speidel Corporation, ~ 10 R.I.33S, 293 A.2d307, 310.(R.I. Sup: Ct. 1972)..
. . . . .

46 Smith v. Baylor University Medical Center, 1999 Tex. App. LEXIS 6569 (August 31,
1999).

. . . .
47 ' ,

Ishikawav. Delta Air Lines, Inc., 2001 U.S. Dist. LEXIS 10347 (D. Oregon June 27, 2001).
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4.4' Principal Obstacles for Any Database Requirement There are se,veral major

operational obstacles which must be carefully considered before any decision is made to

implement the potential' databasets). .These are:

•

•

•

•

•

How to effectively register and authenticate system users (both for data input

and data query), and block unauthorized access and useof the system.

How to fully quarantee employer compliance and ensure proper resources

for enforcement.

. ' .

" How ~o make"certain that records on tests are inputted into the databasets)

immediately as they are verified by MROs and other service agents" and

reported to employers.

How to ensure.that any .unnecessary due process requirements will not

overwhelm or obstruct the 'system.

How to fullyfund the proposed system(s).

4.4.1 User Registration and Access Verification. Although cost-benefit questions

remain, there-Is no question that the potential databasets) couldprovide a valuable safety

service for the motoring public by better ensuring that CDL holders are eligible to perform

safety.sensitive duties before they are hired or.drive. However, the logistics of managing

such a system (up to 8,000,000 estimated drivers; over 575,000 regulated employers) is a'

formidable problem when consideration is given to how to manage the over half million .

potential users of the system.

'Federal laws 'on confidentiality clearly limit access to Federal controlled .substance and ,

alcohol test records. 56 Any prescribed database containing these types of records must .

protect access to that information from unauthorized users. This makes aproper system of

reqisterinq users essential, both those users of the system who must be approved to input

data, and those users who will query the database (not necessarily the same group). The·

registration system must ensure that both categories of users go through an effective

56 A more complete discussion of these issues is found in section 3.1 of this Report .
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Statesor for a single Federal database, consideration can be given to either a dual or a .

quad mlcroprocessorsystern (four CPUs) for some of theservers, or establishing several
" I

dual microprocessor servers linked in a "server farm" for rnanaqinq an expected larger

volume of transactions at 'any particular point in time. 59

.. '

.Each server will have differing system demands depending on function. For example, a

modest dual processor server may be able to handle up to 75,000 'hits a day if performing

, ~s a Web server, but be able .to handle 250,000 transactions per day if operating as the

database server. ,Necessary increases in ,server,capacity (including adding additional

linked servers) can be predicted based on individual system demands and estimated peak

loads.
. ", ... .
» >,

Special hardware is necessary tosupport the Optical,Character Recognition (OC,R),

Interactive Voice Response (IVR), and fax reporting systems. .The OCR system will likely
, I ·'" , '

require a special,high speed document scanner. The IVR (telephone call-in) and fax

, reporting systems both involve telephony technoloqy in which the user (in this case the

employer) utilizes a touchtone telephone to interact with the database. No human

intervention from the database side is necessary; all transactions are handled by the

computer. Their respective hardware systems, however, .require special high-end fax

boards and voice boards' with multiple ports depending on user demand. The number of

ports necessary will be dictated by expected ,volume of requests."

59 This may beparticularlynecessary for the Web 'server. However, the predicted increase in
, the volume of records.over time, even if it would extend into the millions, 'will likely haveno
real ,impact on computer hardware selection. ' ,

60 Individual fax boards can be currentlypurchased having up to 12 ports; voice boards can be,
purchased having up to 32 ports each.. For example, a 32 port voice board could 'handle over
1,000 calls per hour of two minutes duration 'each.
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sophisticated data virus scanning and system oversight software are currently .avai lable.

and would likely need only light to moderate customization to 'fully meet the

requirements of the database systems. .

There can be many different types and points of attack to challenqe the integrity of the

potentialdatabase/s). Described below is an 'outline of the types of protection ' ,

measures that must be incorporated into the final systems to help protect against

intrusion (see also Figure 1, page 46).

Internet Access.

• IP Address.. A cornmercial-qrade firewall .system must be used. Firewalls

.can beimplemented in both 'hardware and software'solutions, or.a .

combination of both, \

Online Access Activities. Relying on unencrypted password protecti.on.:

.schemes for usersof the databasets), ofcourse, is totally. unacceptable.

There are two standard methods to ensure securityofinformation that is .

either being posted (inputted) or retrieved (queried): digital certificates" and

SSL. 72 Both protocols have been approved by the Internet Enqineerinq

Task Force. A digital certificate type of system would clearly be the best

.choice for the database Project, However, it is likely that the certificates

coutd be issued bythedatabase system itself, without th.e need .of

contracting with ~n outside authenticator.

·IVR (Voice Response) System. 'No special ~ecurity measures arenecessary, ·The

information sharing.mechanism ln the volce-activated response is one-way.only (the

database server gives information to the IVR system which converts the information to

a computer-generated,voice response giyen over the phone).. The user does 'not

71 A trusted third-party 'organization or entity (including a Federalagency such as FMCSA
or the States). issues a "digital certificate" used to create digital signatures and public
private key pairs. The purpose is to guarantee' that the individuals granted the unique
certificates are, in fact, who they claim to be. When the registered users check into the
system, they are identified 'specifically through their unique encryption IDs.

72 SSL (Secure Sockets Layer) is a protocol designed to transmit private documents' over the .
Internet. This is the protocol users enter when they provide credit card information in a
secure manner with an Internet Service Provider (ISP). A user enters into a system, and·
once linked, can transmit only 'protected information'.
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the data input scheme described above requiring pre-reqistrationand authentication of

individual users of the system (such as Designated Employer Representatives (DERs))

.would be necessary (see section 5.7.1 ofthis Report).

I . .
ln addition, FMCSA would grant ~ccess to necessary public agencies and its own

.safety inspectors in order to ensure requlatory compliance and public safety' Access

'would not be .granted to any private or commercial entity not subject to FMCSA

regulations ·(e.g. insurance companies, attorneys, private tnvestiqators, background

check companies, etc.). Access .should also not be .granted to MROs, consortiums, or

third party admlnlstrators, even if they' are operating on behalf of the employer, CDL

holders should also not be able to directly access thedatabasets) (see section 6.1.2 of
. .

this Report).

5.8 Methods/Means to Query the 'Database(s)

. .
There are four practical methods to query the proposed database(s).· They are:

..
'.
•

Web

I.:nteractive Voice Response (IVR; telephone .call-in) .

Fax·

. Mail! Overnight Courier

. . . " . . . .

It is recommended that only two of these (Web, :IVR) oe made available to employers

for the proposed database(s}. The call-in.system, however, should provide.computer

voice responses to queries' as well as a fax-back report .in a format acceptable for

passing a Federal audit The Web system report should also be printable in a format

acceptable for a Federal audit. Email would not bean acceptable ~eans to query ttie
database due to computer security lssues and the difficulty of user .authentlcatlon.

If States.maintain their own databases, the printed report should include not only results

of the query, but an affirmation that no other State holds results on this specific CDL

holder.
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comp.uterdatabase which would either provide the names of States where results on
applicants could be found or directly link the employer to the appropriate States. 82 In

the second choice, where the employer would query a State and the State would itself

.query a centralized computer, the sUl"!'mary results of the employer request could be

relayed to the employer, who would then know to query the additional States identified.

Hardware requirements for the centralized "pointer" portion of State-h'osted databases

should include: .

.'

•

•

•

'.

The Pointer Server. The core "pointer" database would reside on this

computer.

A Web Server-. This optional server would provide a separate link with

. each State, and would be necessary unless.the link was provided by '.

dedicated telephone .Iines.

Firewall and Other Security Protection Software. This software would be

necessary if. the link with the 'States would ~e made through the Web

server and not through individual dedicated telephone lines.

Cabling. Printers. Routers. Switches, and Other Hardware Necessary to

Complete a Local Area Network (LAN) to Link All Required.Servers.

If Internet connectivity is required, ATM or T1 lines would also be necessary to handle

the expected information transactions with the States (see also .section 4.2 of this .

Report). Internet connection would not be necessary if the links to the States were

through dedicated telephone lines such as is currently the case with CD.LIS·(see also

section 9.1 of this Report). 83

. 82 The current CDLISand NDR systems are not designed to process these kinds of queries, and
would likely have to receive extensive and costly modification in order to perform this
service.

83 Dedicated phone lines are the equivalent of a TIline. A direct open telephone link to the
State would .be established and permanently maintained for computer to computer system
access.
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7.0 PROJECTED COSTS·

Establishing an accurate estimate and/or future prediction of costs associated with the

potential database(s) is made extremely difficult by the absence of agreed upon

hardware and software specifications, the volatility of the computer hardware

marketplace, the lack of an approved final system design, and significant differences in

personnel costs depending on the geographical location of the computer system(s).

Nonetheless, general costs and cost ranges can be suggested based on the various

recommendations provided in section 5.0 of this Report.

Where costs and cost ranges are described in this section, they are generally

esta.blished based on pricing' provided by commercial vendors in a competitive

marketplace. No attempt was made to factor in additional overhead costs, personnel,

benefits, or management requirements associated with a non-competitive procurement

(sole source award).

7.1 For the Federal Government and for State Governments

The costs for establishing and maintaining a single Federal database will be

significantly less overall 'than requiring each State to maintain a separate database and

then linking them by a centralized "pointer" system. If each State must host its own

database, it will require States to create ·duplicate automated data input and data query

computer systems in order to provide the necessary immediate responsiveness for

employers hiring a CDL holder. Most States do not already have similar types of

automated systems in place which could be modified for this type of requirement.

A summary of total estimated costs for the development,implementation, and operation

of a single Federal database is at Figure 2 (at page 67). A detailed breakdown of

estimated costs for both a single Federal database and for individual State databases

are found following. Cost ranges provided are high estimates; it is likely that efficacious

planning and a competitive procurement environment will deliver lower prices for all

described elements.
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minimum staff. Procurement costs, accounting,. and other FMCSA overhead was not

considered as part of this review.

In addition, a yearly training budget of $75,000 could be incorporated.

7.2 For Employers and Service Agents

Employers or service agents (such as MRO~, etc.) could be required to either pay a

very modest fee to register as a system user (Le. an initial registration cost and/or a

yearly renewal charge) and/or pay a small transaction fee for each system query made

on a Commercial Drivers License' (COL) hold~r. If a decision is made to charge a

modest sum for either of these requirements, it could signifi'cantly defray the costs of

operation given the large number of users.

.The difficu·lty in charging for either registration or use of the database rests more in how

to collectthe fees and whether either potential sponsor of the proposed database(s)

(the States or FMCSA) are able to develop a payment mechanism which ·is efficient,

.user-friendly, and avoids collection problems. Certainly, a secure Web-based credit

card mechanism to collect money could be developed and implemented, 95 but other

options (cash, checks, money orders, etc.) will require some sort of internal accountinq

structure and personnel to physically.process the payments. In addition, issuessuch as

whether employer invoicing would be permitted or whether larger employers could "run

a tab" or "open an account" need to be carefully considered before a final determination

is made.

It is recommended that a fee be charged for the registration of system users of $10-$20

per year (to be paid in advance), and that employers would not be made to pay a fee

per system query.96 Credit card payments, money orders, or personal checks would

be acceptable as payment. Web-based secure payment by credit card or any other

similar hosted mechanism (Paypal, Bidpay, etc.) would be stronqly recommended, and

would eliminate the need for a bookkeeping and accounts receivable requirement. This

fee structure would potentially generate from $1,500,000-$3,000·,000 per year

95 'See the brief discussion on SSL (Secure Sockets Layer) in section 5.2.5 of this Report.

96 Consideration should be given to a two-tier or multi-tier fee based on employer size.· .
The minimum yearly fee for even small employers should be set at no less than $10~
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All inquiries from employers and potential employers must"be accompanied by a

notarized signed release from the driver.

.Except for NTSB crash investigations, inquiries are limited to a three to five year

timeframe and to license suspensions or revocations that are still open. Record

retention length is governed by State law, since theseare State records. There is also

no required consistency on when or if a record is to be expunged by the State 'holdinq

the adverse record.

Drivers are permitted to determine if they are listed on the NDR.

In Cy2000, the NDR processed more than 42 million file checks, with approximately

five million possible matches.

9.3 'State of Oregon .

On March 1, 2000~ State legislation was enacted .which required ·in part that Medical

Review Officers (MROs) ,for employers of Oregon CDL holders must report positive

Federal drug 'tests to the State Department of Motor Vehicles (DMV). The State DMV

would add the test report finding to the State's computerized driving record for that

driver. The legislation was not actually implemented until September- of that year.

The Oregon system is simply an added computer field in the existing DMV

computerized driver record. Data is entered into the field manually by DMV staff

based on a standardized form filled .out by the employer's MROand the employer."

Accompanied by a MRO-signed copy of the urine collection custody and control

document certifying the positive test, the Oregon form requires the MRO to again

certifythe test result and affirm that his or her responsibilities as a MRO under

Federal regulations were performed properly. The form is easy to fill out, requiring

only a few seconds of a MRO's time.

In addition, the second part of the Oregon form is to be filled out by the employer,

certifying that the employer has a substance abuse and alcohol testing program which

fullycomplies with FMCSA requlations found in 49 CFR part 382.

97 Oregon Form # 735-7200
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Ten of the State respondents suggested that the Federal government should be the

operator of a single-database. -The remaining respondents considered that the States

were the proper location fo~ the databases. Five (some from both groups) specifically

believed that the CDLIS system should manage the databases in a manner similar to its

current structure.

The States raised a number of important issues. These included, in no priority order,

the following concerns which received mention by at least 25% of the respondents:

•

•

•

•

•

The importance (and subsequent burden to t"he States) of due

process and appeal.

The importance of obtaining the driver's signed release forms.

Concern about whether the databases would be considered a

record under the Driver Privacy Protection Act 'of 1994 (DPPA).

Concerns about confidentiality of the records.

Cost concerns for the States.

There was no consensus on how long recordsshould remain in the databases. The

shortest mentioned length 'was three years, the longest was to .keep..records for an

indefinite length. The 'most often cited length was five years (four respondents).

Other issues mentioned by.more than one respondent included concerns about

accessing arid querying the database; the rate of particlpatlon by employers; whether

the records would be judged as "medical information"; concerns that the States had no

reason to manage the databases because they could take no action aqainst the driver's

license under-their State law; concerns about owner/operators avoiding disqualification

from safety-sensitive duties; inconsistencies between the database(s) and State laws;

and.concerns about any increased liability to the States if they were to 'be required to

manage these databases.
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•

•

•

The CDL holder was required to fill out a consent-for-release-of

information form each time aprospective employer queried the database.

Significant restrictions were placed on the use of information contained in

the database(s), and severe sanctions were applied to its misuse.

Statutory language was incorporated that would ensure that the new

legislati.on would prevail -over state and local laws and regulations, as well

as inconsistent Federal statutes and regulations.

The Pilot Record Sharing Act (49 U.S.C 44936), especially sectlons (f) and (g),. provides

an extremely 'helpful model for how to properly resolve a number of the legal issues

associated with the database(s).

The implementation of this FMCSA-sponsored database or databases should not

permit commercial enterprises, trade .associations, consortiums, or third party

administrators to develop competing databases for their members.

Operational

The most efficient and cost-effective organization for the 'potential databasets) would be .

to have FMCSA either operate or sponsor.a single Federal database that would be

directly supported by the employers' service agents as well as the employers. Having a

single, centralized database would simplify the logistics of inputting CDL holder positive

test results and .other violations of FMCSA prohibitions and for employers needing to

query the database. It would greatly simp.lify the registration and authentication of

system users. It would also avoid having to create costly computer system

infrastructures in each State.

Another acceptable organizational structure for the potential database(s) would be.to

require each State to host a database containing records on COL holders under their

jurisdiction. In the preferred version of this option, employers would query the State

with the COL drivers license for that driver. The State, after. reviewing its own records,

would also query a centralized computer "pointer" system (similar to the current C'DLIS

and NOR systems) whichwould identify any other States with adverse records on the

driver. This version would require each State, large or small, to develop a complete
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APPENDIX 2















(I) the training, qualifications, proficiency, or
·professional competence of the individual,
including comments and evaluations made
by a 'check airman designated in accordance
with section 121.411,125.295, or 135.337 of
such title;

(II) any disciplinary action taken with respect to
the individual that was not subsequently '
overturned; and

(III) any release from employment or resignation,
termination, or disqualification with respect to
employment.

(C) National driver register records. - In accordance with section
30305(b)(8) of this title', fran. the chief driver licensing official of a
State, information concerninq the motor vehicle driving record of
the individual.

(2) Written consent; release from liability. - An air carrier making 'a request for
records under paragraph (1)-

. (A) shall be required to obtain written consent to the release of those
records from the individual that is the subject of the records
requested; and

(8) may, notwithstanding any other provision of law or agreement to
the contrary, require the ind.ividual who is the subject of the records
to request to execute a release' from liability for any clalmarlsinq

'.from the furnishing of such records to or the use 'of such records by
such air carrier (other than a claim arising from furnishing
information known to be false and maintained in vlolation of a
criminal statute).

(3) 5-year reporting period. - A person shall 'not furnish a record in response
to a request made under paragraph (1) if the record was entered more
than 5 years before the date of the request, unless the information
concerns a revocation or suspension of an airman certificate or motor
vehicle license that is in effect on the date of the request.

(4) Requirement to maintain records. - The Administrator and air carriers shall
maintain pilot records described in paragraphs (1)(A) and (1)(8) for a
period of at least 5 years.

(5) Receipt of consent; provision of information..- A person shall not furnish a
record in response to a request made under paragraph (1) without first















E. Medical Review Officers/Consort,iums/Third 'Party Administratorsl
Miscellaneous Service Providers .

1. American Association of Occupational Health Nurses, Inc. (AAOHN)
, Atlanta GA

2. American Association of Occupational and Environmental Medicine (ACOEM)
.Washington DC

2A American College of Occupational and Environmental Mediclne Medical
Review Officer Section No. Sioux,City SD

3. American Association of Medical Review Officers (AAMRO)
Research Triangle Park NC

4. American Osteopathic College of Occupational and Preventive Medicine
(AOCOPM) Marlton NJ

5. Bensinger, DuPont & Associates, Inc.

6. , Bio-Med Testing Service, Inc.

7. DACS/Drug &Alcohol Concentration Specialists

', 8. DAC Services

9. Drug and Alcohol Testing Industry Association (DATIA)

10. JAT MRO, Inc.

11. Stuart M. Kagan, MD, Medical Review Officer

' 12. Stephan Mann, MD, Medical Review Officer

13. Medical Review Officer Certification Council

, 14. OccuMedix

15. Gordon A. Page, MD, Medical Review Officer

Spokane WA

Salem OR

Bowling Green KY

Tulsa OK

Alexandria VA ·

Jacksonville FL

(No Location Giver:')

Frederick MD

Schaumberg I'L

Dresher PA

Standish MI

16. Substance Abuse Program Administrators Association (SAPAA) Germantown
MD




	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


